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"EdTech Surveillance Industry"
A subset of the larger EdTech 
industry that focuses on selling 
surveillance technologies to 
schools.

• 3+ billion dollars in annual revenues
• Annual growth rate of 8%
• Is a for-profit industry focused on 

making money, not on providing a 
public service.



Student Surveillance Technologies
• Surveillance Cameras
• Facial Recognition Surveillance
• Access Control (via facial recognition)
• Behavior/Affect Detection
• Social Media Monitoring Software
• Student Communications Monitoring
• Online Monitoring and Web Filtering
• Weapon Detection
• Gunshot Detection and Analytics
• Remote Video Monitoring/Proctoring (with “attention 

monitoring”)



The EdTech Surveillance Industry’s 
Deceptive Marketing Practices
Fearmongering and False Advertising

“It’s not that [the EdTech Surveillance industry 
are] villains ... but they’re certainly opportunistic. At the 
end of the day, they’re looking for new revenue streams.”

- Kenneth Trump
President, National School Safety & Security Services
(on how the industry capitalizes on school tragedies)



The EdTech Surveillance Industry’s 
Deceptive Marketing Practices

No Evidence of Efficacy

"Faith is an island in the setting sun
But proof, yes, proof is the bottom line for everyone"

- Paul Simon



The EdTech Surveillance Industry’s 
Deceptive Efficacy Claims

Approach #1:
Providing Specific, Unsubstantiated Success Metrics

EXAMPLE: Gaggle claims that “during the 2021-2022 
academic year, [it] helped districts save the lives of 1,562 
students who were planning or actively attempting 
suicide.”



The EdTech Surveillance Industry’s 
Deceptive Efficacy Claims

Approach #2:
Making Claims of General Efficacy

EXAMPLE: Gaggle asserts its products are effective in 
“preventing suicides,” “preventing school violence,” 
“limiting bullying and harassment,” “stopping child abuse 
and harassment,” “stopping sexual abuse,” and “stopping 
childhood predators,” and that it is “ranked higher” at 
doing so than its competition.



The EdTech Surveillance Industry’s 
Deceptive Efficacy Claims

Approach #3:
Insinuating Effectiveness

EXAMPLE: At top of its website, surveillance camera 
company Avigilon states that “safety for students, staff, 
and faculty is our top priority.” The clear insinuation is 
that the camera products its website markets will provide 
those things.



The EdTech Surveillance Industry’s 
Deceptive Efficacy Claims

Approach #4:
Treating Opinions Like Facts

EXAMPLE: GoGuardian website, quoting school 
administrator, who said: “I believe GoGuardian Beacon 
has saved lives.”



The EdTech Surveillance Industry’s 
Deceptive Efficacy Claims

Approach #5:
Highlighting One-Off Success Stories

Even a 
broken clock 

is right 
twice a day



And In Case You're Still Not Convinced...

For school officials who remain skeptical, 
the EdTech Surveillance industry has sought to 
reduce the (financial) risk of buying their products...



Surveillance Technology in Schools Is 
Hurting Kids, Not Helping Them
Student surveillance teaches our kids the 
wrong lessons

“If society were to deploy every surveillance and analytical tool
available, schools would be hardened to a point where even the most 

anodyne signs of resistance or nonconformity on the part of young people 
would be flagged as potentially dangerous — surely an ongoing disaster 
for the physical, social, and emotional well-being of children, for whom 

testing boundaries is an essential element of figuring out both 
themselves and the world they live in.”

- Chris Gilliard (writing in Wired)
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Surveillance Technology in Schools Is 
Hurting Kids, Not Helping Them
The harms student surveillance causes to all kids
• Undermines students' privacy and related freedoms
• Erodes students' trust
• Inhibits student self-help
• Increases students' fear and anxiety



Surveillance Technology in Schools Is 
Hurting Kids, Not Helping Them
The Increased Harms Surveillance Causes to 
Already Vulnerable Groups of Students



Surveillance Technology in Schools Is 
Hurting Kids, Not Helping Them
The Increased Harms Surveillance Causes to 
Already Vulnerable Groups of Students
• Students of Color



Surveillance Technology in Schools Is 
Hurting Kids, Not Helping Them
The Increased Harms Surveillance Causes to 
Already Vulnerable Groups of Students
• Students of Color
• Students with Disabilities



Surveillance Technology in Schools Is 
Hurting Kids, Not Helping Them
The Increased Harms Surveillance Causes to 
Already Vulnerable Groups of Students
• Students of Color
• Students with Disabilities
• LGBTQ+ and Non-Binary Students



Surveillance Technology in Schools Is 
Hurting Kids, Not Helping Them
The Increased Harms Surveillance Causes to 
Already Vulnerable Groups of Students
• Students of Color
• Students with Disabilities
• LGBTQ+ and Non-Binary Students
• Undocumented Students/Students With 

Undocumented Family Members



Surveillance Technology in Schools Is 
Hurting Kids, Not Helping Them
The Increased Harms Surveillance Causes to 
Already Vulnerable Groups of Students
• Students of Color
• Students with Disabilities
• LGBTQ+ and Non-Binary Students
• Undocumented Students/Students With 

Undocumented Family Members
• Low-Income Students



Opportunity Costs: What Students and 
Schools Lose by Investing in the 
Wrong Safety Tools



Recommendations
Educate Others and Advocate for Reform

Share the ACLU's Digital Dystopia 
report with school decisionmakers 
and influencers

www.aclu.org/digital-dystopia



Recommendations
Educate Others and Advocate for Reform

Five Key Points From Report To Highlight

#1
Do not let fear drive your decision-making



Recommendations
Educate Others and Advocate for Reform

Five Key Points From Report To Highlight

#2
Do not rely on EdTech Surveillance 

companies' unsubstantiated efficacy claims



Recommendations
Educate Others and Advocate for Reform

Five Key Points From Report To Highlight

#3
Be mindful that feeling safer is
very different from being safer



Recommendations
Educate Others and Advocate for Reform

Five Key Points From Report To Highlight

#4
Learn about the harmful impacts of 

surveillance technologies on students



Recommendations
Educate Others and Advocate for Reform

Five Key Points From Report To Highlight

#5
Think about opportunity costs



Resources
All available at www/aclu.org/digital-dystopia



Resources
All available at www/aclu.org/digital-dystopia

Student Surveillance Technology Acquisition Standards Act



Conclusion

School Surveillance Technologies
Do Not Keep Students Safe

They Significantly Harm Students 
and Make Them Less Safe



Contact Information

www.aclu.org/digital-dystopia

Chad Marlow, ACLU Senior Policy Counsel
cmarlow@ACLU.org
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